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KPATKOE PE3IOME

Y10 NnpousoLuno

TELEGRAM DESKTOP - QTNETWORK

MccnepoBaHune ExPatch BbisBUNO gBa HE3aBUCUMbIX MOCNEACTBUS B nyTmn ayTeHTI/I(DVIKa-

unm QtNetwork, goctuxmmom ns ovumumnanbHoro Telegram Desktop: nepeHanpasneHme

NTLM-ayTeHTUdMKaLMKM 1 MOBTOPSEMOE pacKpbIiTUe NaMaATK Nnpouecca.

ABTOMaTnyeckuit NTLM

OTBeT 407 OT KOHTPONPYEMOTrO NPOKCK Mor 6e3
OTAEeNbHOro cornacus Nonb3oBaTensa 3anycTuTb
SSPI n coopmunpoBatb NTLM-0TBET TekyLLeN
Windows-ceccun.

o 65 Kb 3a o6MeH

Owwnbka B gExtractServerTime() Bkntovana B
NTLMv2-oTBeT g0 64 992 6alT HENPOYMUTAHHOM
heap-namaTtn; 100 UMKNIOB packpblIn 0kono 6,5
MB.

OCHOBHOW AHANN3
Telegram Desktop 6.8.4

BUBNOTEKA

HABUTAULUA

CopeprxaHue

1. OT npokecu K NTLM
2. Kak Qt sanyckaet NTLM 6e3 nogreep>xXaeHus
3. BospgeiicTBME M NOBEPXHOCTb aTaku

4. BTOpoW NPUMUTUB: pacKpbiTue heap-namartu

ExPatch LLC - Coordinated Disclosure - 2026

Qt 6.11.1 / QtNetwork

JlabopaTopHasa RCE-ueno4ka

B nsonnposaHHomM gomeHe relay k AD CS npuso-
OV K BbIMOTHEHUWIO KOAa B npefenax npas CKOM-
NPOMETUPOBAHHON YYETHOM 3anucu; anga Domain
Admin nogTeBepxaeH SYSTEM.

Bonpoc aTtpubyuum

MonHbIN OTYET NepepaH Telegram 6 uMtoHS; coBna-
Jatolume natym gatmpoBaHbl 8 nioHS; upstream-
paboTta Qt Hayanacb 10 noHe, a TouHoe heap-uc-
npaeneHne odopmMieHo 12 noHa. B ny6nYHbIX
3anucsx aBTopbl UCCNefoBaHUS He yKa3aHbl.

RCE-CTEHO
Telegram Desktop 6.8.2

. MonHaa RCE-uenoyka: nabopatopHoe

nogTeep>XxaeHue

. OTBeTCTBEHHOE pacKpbITNe U XpoHonorusa

. OTO He cnop o Thica4e Aonnapos
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«Hal onbIT chopMUPOBaH Hallen MUCCUelr — 3alumiLaTh HallKUX Nonb3oBaTenel B
YCNOBUSAX aBTOPUTAPHbIX PEXNMOBY.

— MaBen [ypoB., 5 ceHTabpsa 2024 ropa. MepeBop, ExPatch; opurnHan.

Pavel Durov

@ Thanks everyone for your support and love!

Establishing the right balance between privacy and security
is not easy. You have to reconcile privacy laws with law
enforcement requirements, and local laws with EU laws.
You have to take into account technological limitations. As
a platform, you want your processes to be consistent
globally, while also ensuring they are not abused in
countries with weak rule of law. We've been committed to
engaging with regulators to find the right balance. Yes, we
stand by our principles: our experience is shaped by our
mission to protect our users in authoritarian regimes. But
we've always been open to dialogue.

Blzsk 3211k Jsssk [§11.8k
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Puc. 1. PegakumnoHHbIN pparMeHT opuriuHaabHoro nocrta lasna [ypoBa: warka aBropa, UMTmupyemMsiii ab3al n mMetagaH-
Hble nyb6ankayuu; nponyLjeHHble YacTty 0603HavYeHbl MHOIOTOYMEM.

MblI cornacHbl ¢ aTMMK cnoBamMmu. bonee Toro — Mbl UM NOBEPUIIN.

[nga yenoBeka, XXMBYLLEro B yCOBUAX LieH3ypbl, Npokcu Telegram — He NPOCTO NMYHKT B HACTPOMKax npu-
noxeHusd. lHorpga aTo nocnenHsaa yskas Tpona K He3aBUCUMOW MHPOPMaLMN U CBOBOOHOMY UHTEPHETY.
Ho Tpona k cBoboe npeBpallaeTcs B NIOBYLLKY, €C/M CNOCOOHa He3aMeTHO PacKpPbITh YYETHbIE AaHHble,
copepXXnMoe naMaTu Unm nepenaTthb 3M0YMbILLNEHHUKY KOHTPOb Hag, YCTPONCTBOM.


https://t.me/durov/342
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O6Hapy>X1B MMEHHO Takyt OMacHOCTb, Mbl MOFIN CHavana obpaTuTtbcs B Qt, 3adpukcrMpoBaTb CBOIN NpMo-
PUTET 1 XOaTb 0ObIYHOrO LMKIa UcnpasieHns. Mbl NOCTYNUAN MHaye. B HoYb Nepen OTNPaBKOM OTYETA
Mbl He cnanu: nepenpoBepsIv LLenoyky aTtakn, cobmpanmu TexHu4eckme gokasaTenbCcTea U Noapo6bHo
onucbiBanu KaXkablin atan, 4Tobbl MHXeHepbl Telegram Mornv HemMeaeHHO BOCMPOU3BECTUN Npobemy.
Y>xe 6 noHS Mbl nepepanu Telegram NOMHbIA TEXHUYECKUI OTYET, SBHO 0603HAYMB ero Kak KoHGUaeHLN-
anbHbIA N 3aNpeTUB pacnpocTpaHeHne 6e3 paspelleHns ExPatch LLC. Telegram kKoHTponupoBan npusio-
XeHune 1 Mor BbicTpee BCeX NepeKpbITb OMacHbIM NyTb — NO3TOMY 6€30MacHOCTb Nofib30BaTeNel Mbl No-
CTaBWUNU Bbille CHa, yO006CTBa 1 BO3MOXHOCTW CHavana 3akpenuTb CBon npuoputeTt y Qt.

Telegram nonyymn BO3MOXHOCTb 3alLMTUTb MOMb30BaTeNIel NepBbIM — W BOCMNO/Ib30Bascs eto. OgHako
BCKOpe COOTBETCTBYIOLLee UcnpasieHne nossmaoch B Qt, Torga kak Hac He yBeAOMUAN O KOOPAMHALWMK,
He MNOAK/OYMAN K B3aMMOOENCTBUIO C upstream, a UMeHa uccneposateneit u ExPatch Tak n He nosBuancb
B Ny6AMYHOM aTpmbyumn. boina nu ato obblvHas upstream-kKoopaMHaUMs UNK HapyLleHue aoBepus, 6na-
rogapa kotopomy Telegram Boobuie nonyyun aTy ¢opy? B aTo cTaTbe Mbl NpeacTaBUM JOKYMEHTbI, KOf,
N XPOHOOI 10, MO3BONSOWME YUTATENIO OTBETUTb Ha 3TOT BOMPOC CaMOCTOSITE/NbHO.

WccnepoBaHue npoBogmnochk Ha Telegram Desktop 6.8.4, ncnonbsoBaswem Qt 6.11.1.
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OT npokcn K NTLM

MccnepoBaHue Hayanocb C aHanmsa apxXMTeKTYpbl MPOKCU-NoACUCTEMbI. Mbl yCTaHOBUX, YTO 06paboTky
coeanHeHn yepes HTTP- n SOCKS5-npokcu Telegram Desktop nenernpyet 6ubnmoteke Qt
(https://www.qt.io/). Ha aToM 3aTane Hac MHTepecoBana He KOHKpPeTHas bubnmoTeka Unu KoMnaHus, a
cama rpaHuLa ooBepus: YTo NPOn3onaET, ecniv NPOKCU-CepBepP OKaXeTcs BpaxaebHbIM U MOYyYnT BO3-
MOXHOCTb YMpPaB/iaTb OTBETaMU BO BPEMS YCTAHOBNEHMA coeanHeHna? IMeHHO 3TOT CLLeHapuii cTan oT-
NMpaBHOW TOYKOWN JanbHENLIero ayamTa.

[Mo4Tn MecsL, Mbl UCCNeaoBann aTOT MEXaHU3M C pPasHbIX CTOPOH: MPOBEPSAN FrpaHNLLbl AOBEPUS, NEPEXOD-
Obl MeXAy COCTOSAHMAMM N BO3MOXHbIe CNOCOo6bl HaBA3aTb KJIMEHTY HEOXMOAHHOE noBeaeHne. bonbwmnH-
CTBO HanpaBfeHWNN NOCTENeHHO YNNPanoch B CTEHY, 1 MOBEPXHOCTb aTaku Kasanacb No4YTu ncyeprnaHHom.
MepenoMHbIM MOMEHT HacTynui, Korga Mbl 06HapPYXXUIN HeoxXUaaHHOe noBeaeHne Qt: npamo Bo BpeMms
obMeHa ¢ NpoKcu-cepeepoM brUbnnoTeka NpuHMMana TpeboBaHne NepektoyYnTb ayTeHTUDUKALINIO Ha
NTLM. CoBpeMeHHOe NpoKCU-coeaMHEHNE MOT/I0 HE3aMETHO NepenTn Ha YCTapeBLLMIA MexaHU3M, aecs-
TUNETUSIMU CBSA3aHHbIN ¢ aTakamu knacca NTLM Relay. IMeHHO aTOT nepexof NOfHOCTbIO U3MEHWUN Ha-
rnpasfieHne nccnegoBaHus.

Ha BepxHeM ypoBHe Lienoyka HauymHaeTcs npeaenbHo npocTo. Telegram Desktop ycTtaHaBnnBaeT coeau-
HeHue Yyepes HacTpoeHHbIn HTTP-npokcu, a Qt otnpasnget eMmy 3anpoc CONNECT. BpaxxaebHbIl NpoKcK
oTBeyvaeT kogoM 407 Proxy Authentication Required n ykasbiBaeT nogaepXxmueaemMyto cxemy: Proxy-
Authenticate: NTLM. Qt BocnpuMHMMAaET 3TOT OTBET KakK WTaTHoe TpeboBaHMe ayTeHTUdUKaLnm, aBToma-
Tnyeckun 3anyckaet NTLM u otnpaBngeTt nepeoe coobuieHune pykonoxatma — NTLM Type 1 (Negotiate).
Bcé aTo npoucxogmTt 6e3 aBHOro 3anpoca corfacusa nosibaoBaTens.

CnepytolwmM cTan Kto4eBo BONpoC: Kakme NpoBepku BbinonHaeT Qt nepepn TeM, Kak goseputb NTLM
CUCTEMHbIE YYETHbIE AaHHble Nonb3oBaTens? lNockonbky aTtaku knacca NTLM Relay nsBecTHbI yxe He-
CKOJMbKO 0,ecAaTUNeTUit, Mbl OXMaann yBUAETb MexXaH13M, CBS3bIBalOWMIA ayTEHTUDMKALMIO C KOHKPETHbIM
NPOKCU-CEPBEPOM U HE NMO3BONSAKOLWMI MOBTOPHO MCMOMb30BaTb TOT XXe 06MeH Ha gpyrom cepsuce. Oa-
HaKo aHanM3 peannaaumm He BbIIBU Takon 3awwmTbl: Qt He noaTBepXkaan oxungaembiin SPN, He obecne-
4YmBan NPMBA3KY K 3alMLWEHHOMY KaHany Yepes3 EPA n He TpeboBan npoBepkn LEeNOCTHOCTU oOMeHa no-
cpencTeoM MIC. B pesynbTaTe KOHTPONNPYOLLMIA NPOKCK aTakyoWwmn Mor He B3namMbiBaTb NTLM 1 He u3-
B/ieKaTb Maposib — AOCTAaTOYHO ObIN0 NepecnaTtb coobLieHns ayTeHTUdUKaLMM opyromMy CepBucy B pe-
aslbHOM BpPEMEHM.

OTa HaxofKa cTana nepenoMHon: JaBHO 3abbiTbi MexaHnam NTLM okasarncs He cnpaTaH 3a ycTapeBLlen
KOprnopaTUBHOM KOHGUIypaLumen — ero MoXHo Oblflo akTUBUPOBATH NPSMO BO BpeMs 06bl4HOro obMeHa ¢
npoKcu-cepeepoM. lNocne nogknoyeHnsa KoHTponupyemoro HTTP-npokcu aTakyouwemMy TpeboBarncs
BCEro oguvH WwTaTHoO Bbirnagawmin oteet: 407 Proxy Authentication Required ¢ 3aronoskom Proxy-
Authenticate: NTLM. Hukakol CnoxHoW LLenoyku ans 3anycka MexaHusamMa He TpeboBanocb — OAUH 3aro-
NOBOK, 1 Qt aBTOMaTM4eCKn BOBEKAN CUCTEMHbIE YYETHbIE AaHHble nosib3oBaTtens B NTLM-obMeH.


https://www.qt.io/
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Kak Qt 3anyckaet NTLM 6e3 noarBep)xaeHvs

YT06bI MOHATb, MOYEMY OHOrO OTBETA MPOKCK AOCTAaTOYHO And 3anycka NTLM, Mbl npocneaunmn Becb
MyTb BbIMNOJIHEHMSA — OT 06paboTku oTBeTa 407 00 GOpMUMpPOBaHMUS COOBLLEHNS ayTeHTudnKauun. Llenoy-

Ka COCTOMUT U3 TPEX YPOBHEN.

YpoBeHb 1 — Qt npuHuMmaeTt oteeT 407

Telegram Desktop HacTpauBaeT npokcu Yepe3 QTcpSocket::setProxy. 3aTtem B
ghttpsocketengine.cpp:562-599 Qt o6pabaTbiBaeT oTBET npokcu Ha 3anpoc CONNECT. Mpu nonyyeHun
ctaTtyca 407 Proxy Authentication Required ynpasneHue nepegaétcs BCTPOEHHOMY MexaHU3My
ayTeHTuduKaumu:

ghttpsocketengine.cpp obpaboTka 407 - cTpokn 562-599

} else if (statusCode == 407) {
if (d->authenticator.isNull())
d->authenticator.detach();

priv = QAuthenticatorPrivate::getPrivate(
d->authenticator

)&

const auto headers = d->reply->header();

priv->parseHttpResponse(
headers,
true, // isProxy=true
d->proxy.hostName ()

// 567

Ha aTtom ypoBHe NTLM ewLé He BbibpaH. BaxxHo gpyroe: Qt nepenaéT BCce NofyvYeHHble OT MPOKCKU 3aro-
noBKM B parseHttpResponse() ¢ napameTpoMm isProxy=true. CnegoBaTefbHO, AanbHENLWU BbIGOP CXeMbl
ayTeHTUPMKaLNM 3aBUCUT OT COOEPXKMMOro KOHTPONMPYEMOrO aTaKyloLWmMM 3aronoska Proxy-
Authenticate. Cnegytowmnii ypoBeHb rnokasbiBaeT, kak 3HavyeHne NTLM npeBpaliaeTtcs na tekcta B HTTP-
OTBETE B KOMaHAY 3anyCTUTb CUCTEMHYIO ayTeHTUGUKaLNIO.

YpoBeHb 2 — Qt BbIGUpaeT cxeMy ayTeHTUDUKaLUU

PeweHune o nepexoge Ha NTLM npuHumaetcs BHyTpu QAuthenticatorPrivate::parseHttpResponse() B
gauthenticator.cpp:466-558. NMockonbky GyHKLMS Oblna BbidBaHa C NapaMeTpoM isProxy=true, Qt aHanu-
3UpPYyeT UMEHHO KOHTPOTMPYEMDbIN MPOKCU-CEPBEPOM 3aronioBok Proxy-Authenticate:
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qauthenticator.cpp BbIGOP CXeMbl - CTpokn 466-558

const auto search = isProxy
? QHttpHeaders::WellKnownHeader: :ProxyAuthenticate
QHttpHeaders: :WellKnownHeader: :WWWAuthenticate;

// isProxy=true - Proxy-Authenticate
// isProxy=false - WWW-Authenticate

for (const auto &current : headers.values(search)) {
if (method < Basic
&& str.startsWith("basic" L1, Qt::Caselnsensitive)) {
method = Basic;

} else if (method < Ntlm
&& str.startsWith("ntlm"_L1,
Qt::Caselnsensitive)) {
method = Ntlm; // :488-490
headerVal = QByteArrayView(current).mid(5);

} else if (method < DigestMd5
&& str.startsWith("digest"_ L1,
Qt::Caselnsensitive)) {

if (method < Negotiate
&& str.startsWith("negotiate" L1,
Qt::Caselnsensitive)) {

//

case Ntlm:
case Negotiate:

// work is done in calculateResponse()
break;

JononHutenbHasa npobnemMa 3ak/o4aeTcd B TOM, YTO rnepeq pa3bopoM o4epeaHoro OTBeTa 3HauYeHue
method cbpacbiBaeTca. NoaToMy npokcu MoxeT notpeboBaTtb NTLM He TonbKo B NepBOM OTBETE, HO U
npu nocnepyouem 407, UISMEHUB CXEMY yXe B NpoL,ecce yCTaHOBNeHUs coeanHeHus. lNocne Bbibopa
NtIm $yHKLMSA He BbIMOMHAET O0MOMHUTENbHbIX MPOBEPOK O0BEPUS K NMPOKCU — AanbHelllee GpopMmUpoBa-
HMe CUCTEMHOro OTBETa OTKJ/1afbIBaeTcsa 00 Bbi3oBa calculateResponse().
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YpoBeHb 3 — Qt HaunHaeT NTLM-06MeH 6e3 yBeaomMneHus
NMPUNOXXeHus

Mocne Bbibopa cxeMbl yrpaBreHne Bo3Bpallaetca B ghttpsocketengine.cpp:574-599:

qhttpsocketengine.cpp 3anyck ¢asbl NTLM - cTpoku 574-599

if (priv->phase == QAuthenticatorPrivate::Done
|| (priv->phase == QAuthenticatorPrivate::Start
&& (priv->method == QAuthenticatorPrivate::Ntlm
|| priv->method == QAuthenticatorPrivate::Negotiate))) {

if (priv->phase == QAuthenticatorPrivate::Start)
priv->phase = QAuthenticatorPrivate::Phasel; // :578-580

if ((priv->method != QAuthenticatorPrivate::Ntlm
&& priv->method != QAuthenticatorPrivate::Negotiate)
|| credentialsWasSent) {

proxyAuthenticationRequired/(
d->proxy,
&d->authenticator
// :596-597

KntoyeBbIM 0Kasanoch ycnosue nepep BbisoBoM proxyAuthenticationRequired(). Mpwu o06bivHON cxeme Qt
OTNpPaBASeT 3TOT CUrHas, NO3BOSAS MPUNOXEHWNIO 3aNPOCUTb YYETHbIE AaHHble NN OTKa3aTbCs OT ayTeH-
Tnoumkaummn. Ho npu nepsom nepexoge Ha NTLM unm Negotiate, noka credentialsWasSent == false, Bcé
YC/IOBME CTAHOBUTCS JTOXXHbIM — CUrHas He OTnpaBngeTcs.

B pesynbTaTte Telegram Desktop He nonyyaeT BO3MOXHOCTM NOATBEPAUTD Nepexon, npeaynpeanTb nosb-
3oBaTens unm 3abnokupoBaTb ero. Qt camMocTosaTenbHO NEPEBOANT ayTeHTUGMKATop B Phasel, Bbi3biBaeT
calculateResponse(), obpaltaetrcsa kK Windows SSPI 3a cucteMHbIMU SSO-yYETHbIMM JAaHHbIMWU U OTMNPaB-
nset npokcu coobueHne NTLM Type 1 (Negotiate). IMeHHO NoaToMy nepexon NPOUCXoanT Mosl4a — He
TOIbKO AN19 NofIb30BaTess, HO 1 A4S CaMOro NPUIOXEHUS.

MoueMmy aTOT nepexon nosponset nposect NTLM Relay? KpuTtnyeckasa npobnema 3aknovaerca He B
ySI3BMMOCTKN camoro SSPI, a B ToM, kak Qt ncnonb3yeTt ero BHyTPM aBTOMaTUYECKOM NPOKCU-ayTeHTUDU-
Kauun. Ecnn umsa nonbsoBaTtensa B QAuthenticator He 3apaHo, Qt He ocTaHaBnMBaeT coeauHeHne N He 3a-
npalwnBaeT yYETHbIE JaHHble Y NpUIoXeHusl. BMecTo aToro 6ubnunorteka obpawaerca k Windows SSPI n
nony4aeT CTaHOapPTHble YYETHbIE AaHHble TeKyllel logon-ceccun. B fOMeHHOM cpene 9T0 03HA4YaeT, YTo
KOHTPOIMPYEMbI aTaKyoLMM NPOKCK MoXeT 6e3 BegoMa Nofib3oBaTens MHMLMMPOBaTb OTNPaBKY
NTLM-TOKeHOB ero KoprnopaTUBHON YYETHOM 3anmnCK.
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9T1an 1 — calculateResponse() BbiIbpaeT CUCTEMHYIO
ayTeHTUGUMKaumio

MepBoe NnoaTBepXaeHMe HaxoamTcs B gauthenticator.cpp:585-592. Koroa npokcu TpebyeT NTLM, a
challenge elié He nony4yeH, Qt HauMHaeT nepByto dasy pyKonoxaTusa:

qauthenticator.cpp calculateResponse() - cTpoku 585-592

case QAuthenticatorPrivate::Ntlm:
if (challenge.isEmpty()) {
#if QT_CONFIG(sspi)
QByteArray phaselToken;

if (user.isEmpty()) {
// Only pull from system if no user was
// specified in authenticator
phaselToken = qSspiStartup(
this,
method,
host
)8

KomMmeHTapuii paspaboTyumkoB Qt npsmo onunceiBaeT aT1o noseneHue: Only pull from system if no user was
specified in authenticator — ecnu nonb3oBaTenb He OblN IBHO YKasaH B ayTeHTUdUKaATOpPeE, YYETHbIE JaH-
Hble HE0BX0AMMO MONYYUTb U3 CUCTEMbI. IMEHHO 34eCb KOHTPOMpYyeMoe NpPoKCU-cepBepoM TpeboBa-

Hue NTLM coenumHaeTcs ¢ y4ETHOM 3annCbhlo Tekylllero nonb3osatens Windows.
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9T1an 2 — CucteMHble YYETHDbIE AaHHble B SspiStartup()

qauthenticator.cpp qSspiStartup() - cTpoku 1566-1607

SEC_WINNT_AUTH_IDENTITY auth;
auth.Flags = SEC_WINNT AUTH_IDENTITY_ UNICODE;

bool useAuth = false;

if (method == QAuthenticatorPrivate::Negotiate
&& lctx->user.isEmpty()) {
// S1BHble YUE€THble AaHHble UCMNONb3YIOTCA TOMbKO
// ana Negotiate c HemycTbm user
useAuth = true;

SECURITY_STATUS secStatus =
pSecurityFunctionTable->AcquireCredentialsHandle(

nullptr,
L"NTLM",
SECPKG_CRED_OUTBOUND,
nullptr,
useAuth ? &auth : nullptr,
nullptr,
nullptr,
&ctx->sspiWindowsHandles->credHandle,
&expiry

MepemeHHas useAuth cTaHOBMUTCA MCTUHHONM ToNbko Anga Mmetoga Negotiate, korga Mms nonb3oBaTens
Obino 3agaHo gaBHo. B nytn NTLM ¢yHkuns nepepaéet B AcquireCredentialsHandle() 3HaueHune nullptr Bme-
cto cTpykTypbl SECWINNTAUTH_IDENTITY. CornacHo mogenu SSPI, 3To 03HavyaeT MCnosib30BaHWe CTaH-
OAPTHbBIX NCXOOAWMX YYETHbIX AaHHbIX TEKYLLLEro KOHTekcTa 6esonacHocTn Windows. B pomMeHHOM cpene
NMK 0BbIYHO CTaHOBATCS YYETHbIE AaHHble BOLLEALWEro B CUCTEMY KOPMOpPaTMBHOMO NOb30BaTENS.

Mpu aToM Qt He nony4aeT naponb U NTLM-xew B oTKpbITOM BMae. SSPI Bo3BpalllaeT HEMNPO3pPaUHbIi
credential handle, c nomolblo KoToporo ganee popmMupytotca coobueHnsa NTLM-ayTeHTudurkaumnm. 3to
Ba)XHOE YTOUYHEHME: YI3BMMOCTb NMO3BOMAET aTaKyoLWeMy NnepeHanpaBuTb FOTOBYO ayTEHTUDUKALMIO
nonb3oBaTens.

10
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9T1an 3 — NTLM-KOHTEKCT He NpUBA3bIBaeTCH K O)XXngaemMomy
NPoKcu

MonyueHHbIN credential handle nepenaétca B qSspiContinue(), roe Qt BbisbiBaeT Windows SSPI gns npo-
OOMKEHNS pyKomnoxaTtusa:

qauthenticator.cpp gSspiContinue()

InitializeSecurityContext(
&ctx->sspiWindowsHandles->credHandle,

ISC_REQ _ALLOCATE_MEMORY, // eAVWHCTBEHHbIN 3anpoWeHHbI nar

B aToM BbI3oBe Qt 3anpalumBaeT TO/IbKO aBTOMaTUYeCKOe BblaeneHne namMaT 0as BbIXOQHOro TOKEHa.
ﬂpMSTOM(ﬂCyTCTByDTTpMIwexaHM3Ma,CHOCO6HHGSanyﬂHMTbHGDEHaHpaBﬂeHMeayTeHTM¢MKaHMW

o dnar ISCREQINTEGRITY He ycTaHoBNEeH, noatoMy Qt He TpebyeT 3aluTbl LLENOCTHOCTU
C03[,aBaeMOro KOHTEKCTa;

o bydpep SECBUFFERCHANNELBINDINGS He nepepaétcs, a 3Ha4nT NTLM-o6MeH He cBA3blBaeTCcs C
KOHKPETHbIM 3alLMLLEHHbIM KaHanoM Yyepes EPA/Channel Binding;

o and npamoro metoga NTLM 3HaveHue targetNameW ocTaércst nycTbiM, MO3TOMY KOHTEKCT He
MPMBSA3bIBAETCSA K OXXUOAEMOMY cepBucy nocpenctsom SPN.

B coBOKYNHOCTM 3TO 03HavaeT, YTo CHOPMUPOBaHHbI SSPI-KOHTEKCT He CBSA3aH C TeM NPOKCU-cepBe-
POM, KOTOPOMY, Kak nonaraeT nosb3oBaTelb, OH ayTeHTudunumpyetcs. B npotecTupoBaHHOM KOHUTrypa-
umn Qt reHepupoBan coobueHns NTLM Type 1 u NTLM Type 3 ¢ 0OTBETOM JOMEHHOr0 NnoJib3oBaTens, Ko-
TOPble KOHTPONMPYIOLLINIA NPOKCU MOT B peasibHOM BPEMEHU NepeHanpaBuTb APYroMy KOpnopaTUBHOMY
cepBucy.
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Bo3pgeiicTBMe M NOBEPXHOCTb aTaku

MaclwTab Bo3aencTBMSA okasanca 3HaunTeNbHbIM: NOTEHLUMaNbHOM TOYKOM BXOA4a CTaHOBMIaCch Kopropa-
TuBHag Windows-cuctemMa, Ha KOTOPOW NoJsib30BaTe b BOLIEN NoJ, JOMEHHONM YYETHOM 3aNnChio. DTO He

aK30TMYeckasa nabopaTopHas KOHPUrypaums, a pacnpoCTpaHEHHbIN Knacc KOPropaTUBHbIX YCTPOMUCTB.

MpaKTMYyecKnin pesynbtaT — ayTeHTUOULIMPOBaAHHAa ceccua Ha ya3BMUMOl relay-Lenn B npeaenax npas
[LOMEHHOro Nnosib3oBaTesNd. B 3aBMCUMOCTM OT BbIOPAHHOIO CepBuca U MPUBUNETUIA XEPTBbl MOCNEACcTBUA
MOT/IM HAaYMHATbCS C AOCTYNa K KOPrNopaTMBHbLIM AaHHbIM Y 3aKaHYMBaTbCA yAaNEHHbIM BbINOIHEHMEM
Koda UM KoMrnpoMeTalmeit 4OMeHHON NHPPaCTPYKTYpbl. M BCE 3To 3anyckanocb ogHUM oTBeToM 407

Proxy Authentication Required.

-
ExPatch Lic VULNERABILITY RESEARCH

NTLM RELAY

Telegram Desktop on domain-joined Windows

o =
=
VICTIM ATTACKER PROXY CORPORATE SERVICE

Domain-joined Windows NTLM Relay Exchange / AD CS/DC
Telegram Desktop

CONNECT

407

Proxy-Authenticate: NTLM
e EEEEE— ]

Qt invokes SSPI

and acquires a system
credential handle

NTLM Type 1 NTLM Type 1
.

NTLM Type 2 - Challenge
AM———————————————————————————————————

407 + NTLM Type 2
< S ———————————— ]

SSPI generates an

NTLMv2 response for
the domain user

NTLM Type 3 NTLM Type 3
D

Session authenticated
as the victim
D
Successful relay outcome

ExPatch LLC

Vulnerability Research

expatch.com 7
_

Puc. 2. Cxema NTLM Relay: npokcu nepegaér NTLM-coobueHns mexgy Telegram Desktop n kopriopaTBHbIM cepBu-
COM, Mosiy4asi ayTeHTUPULIMPOBAHHYHK CECCUIO C rTpaBaMu XepPTBhl.
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OByxatanHaga ackanauua NTLM - Negotiate (P1): pa NTLMv2-
OTBETa 3a OfiUH ceaHC

[axe aBHOe yKasaHue florvHa 1 napons A8 Npokcu He 3aliuiiLano nonb3osaTtens. KOHTponMpyembliit
cepBep MOr MPOoBeCTU ABe nocsiefoBaTeNlbHble ayTeHTUGUKALMUM B paMKax 0JHOIro CoeanHeHuns:

Cxema o6MeHa NTLM - Negotiate

407 + Proxy-Authenticate: NTLM

L’ Qt ncnonb3yeTt ABHO 3aZaHHble yHéTHbIe AaHHble MPOKCH

n gopmupyet NTLMv2-oTBeT Nl

llpoKCK OTKMOHSET MepByld ayTeHTUPMKaLuIo
Ly ghttpsocketengine c6bpacbiBaeT authenticator
user CTaHOBUTCS MYyCTbiM

407 + Proxy-Authenticate: Negotiate

L» gSspiStartup() 3anpawusaeT cTaHAapTHele credentials SSPI
Negotiate nepekniouaetca Ha NTLM
Qt ¢opmupyet NTLMv2-oTBeT N2
OT WMMeHW AOMeHHOro nonb3oBaTens Windows

Takum 06pasom, aTakylow i Noyyan 3a OauMH ceaHc ABa pas3nnyHbix NTLMv2-oTBeTa: nepBbiit — Ha oc-
HOBE AIBHO 3a[aHHbIX YYETHbIX AaHHbIX MPOKCK, BTOPOI — Ha OCHOBE CMCTEMHON YYETHOM 3anncu
Windows. O6a oTBeTa okasblBaMUCh MO KOHTPOJSIEM aTakytoLero, a OTBeT AOMEHHOro Nonb3oBaTens Mor
6bITb HEMEJIEHHO NepeHanpasieH BbiIbpaHHOMY KopriopaTUBHOMY cepBucy B paMmkax NTLM Relay.

3TOT cueHapuii CYLLLECTBEHHO pacLlUMpSeT Kacc 3aTPOHYTbIX NoMb30BaTeNel. Y93BUMbIM OKa3biBanCcs He
TONbKO KMEHT C NyCTbIM NOMeM username: oTK/IOHMB NePBYI0 ayTeHTUPUKALIMIO N HaBA3aB NMOBTOPHbLIN
obMeH 4yepe3 Negotiate, MpoKcK MOr OTKPbITb MYTb K CUCTEMHbIM credentials gaxke nocne Toro, kak nosb-

30BaTesib ABHO yKa3all OTﬂ,eﬂbeIVI JIOTMH U NMapo/Jib angd npokKcu.

Bektop SOCKS5-in-tunnel (V3): BHegpeHne 407 BHYTPb aKTUBHOIO
TYHHens

BekTop V3 He TpeboBan nepexopa no tg://proxy-ccoinke. OH 3aTparnean goMeHHble Windows-cucrtemsl,
Ha KOTOPbIX KOPNOPaTMUBHbIN MPOKCU LLIeHTpann3oBaHHO HacTpauneancs Yepes GPO, WPAD unu PAC-dain.

KnioueBoe otnuume V3 oT 6a30BOro BEKTOPa 3ak/to4yanoch B Touke BHeapeHusa oteeTa 407. Nocne ycTa-
HoBneHna SOCKS5-TyHHeNs KOHTPONMPYEMbIN NPoKCcK BUaAen HesawndpoBaHHbii HTTP-3anpoc
Telegram Desktop — Bkntoyasa 3aronoeku, URL n Teno MTProto POST — 1 Mor nogMeHUTb OTBET cepBepa:

otBeT BHYTpn SOCKS5-TyHHeNd

HTTP/1.1 407 Proxy Authentication Required
Proxy-Authenticate: NTLM

13
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Qt nHTepnpeTMpoBan 3TOT OTBET KakK LWTaTHoe TpeboBaHMe NPOKCU-ayTEHTUDUKALMM N aBTOMATUYECKMN
3anyckan SSPI-nyTb.

=
ExPatch Lic VULNERABILITY RESEARCH

SOCKSS5-IN-TUNNEL

Injecting HTTP 407 into an established tunnel

MANAGED PROXY SETTINGS
GPO / WPAD / PAC

No tg://proxy link required

DOMAIN-JOINED WINDOWS
System proxy: SOCKS5

!
- =

TELEGRAM DESKTOP SOCKSS5 PROXY

ESTABLISHED SOCKS5 TUNNEL ACTIVE

HTTP POST - port 80

Proxy reads the
plaintext HTTP request

INJECTED RESPONSE
407 Proxy Authentication Required

Proxy-Authenticate: NTLM
< e ——

}

Qt starts automatic
NTLM authentication

}

SSPI generates

NTLM Type 3
on behalf of the domain user

ExPatch LLC

Vulnerability Research

expatch.com 7
_

Puc. 3. BekTop V3: koHTponupyembii SOCKS5-npokcu BHeapaeT 407 Proxy Authentication Required BHyTpb akTUBHOTO
TYHHens, nocne Yyero Qt aBToMaTuvecku nony4vaet yepes SSPI NTLMv2-oTBeT LOMEHHOIr0 Nosib3oBaTens.

B nabopaTtopHomn cpene ¢ Windows 10, npucoegMHEHHOM K AOMEHY, OfiHa TecToBas ceccus Telegram
Desktop cpopmupoBana 6onee 230 coobuieHuit NTLM Type 3. MoBTopHble NonbiTKM Qt MHOrokpaTHO
YyBENMYMBAIN KONIMYECTBO JOCTYMHOMO aTakyoleMy ayTeEHTUOUKALMOHHOrO MaTepuana n BO3MOXHOCTEN
011 ero nepeHanpaeneHus.
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KopeHb ya3BumocTu Haxogutcs B QtNetwork

[danbHenwnin aHanns nokasan, 4to Telegram Desktop 6bi1 nnLLb 0AHUM N3 CNOCOBOB OOCTUXEHMUA YA3BU-
Moro kopaa. NepBonpuynHa Haxogmnachk B obuiel peanmsaunm HTTP-ayTeHTUdUKaALMN MOAYNS
QtNetwork — gauthenticator.cpp — 1 He orpaHuymBanack otBetamm 407 Proxy Authentication Required.

ToT e NMyTb MOXHO Obls1I0 3anyCcTUTb 6€3 NPoKCcKU. Ecnu KoHTponupyembit atakyowmmM HTTP-cepBep oT-
BeYan Ha 0OblYHbIN He3alwnppoBaHHbIN 3anpoc kogomM 401 Unauthorized n 3aronoekom:

NPAMO CepBepHbI BEKTOP

WWW-Authenticate: NTLM

Qt BoCnpMHMMan ero Kak LWTtaTHoe TpeboBaHMe ayTeHTUGMKaLnK. Ha NnpncoeanHEHHOM K JOMEHY
Windows-cuctemMe, npu OTCYTCTBMU 9BHO 3aaHHbIX credentials, Gubnuoteka 6e3 auanora c nonb3oBaTte-
nem obpauwanacb K SSPI n HaunHana NTLM-06MeH OT MMeHU TekyLen Y4ETHON 3arnncu.

Taknum 06pa3om, Npokcu bbin He o6s3aTeNbHbIM YCTIOBMEM 3KCMyaTaluKy, a Nlb 0COB6EeHHO onacHo
TouKkol Bxoaa B Telegram Desktop. Y13BUMbIN MexaHU3M Haxoaunca rnyoxe — B oobuiemM HTTP-kKnMeHT-
CKOM cTeke Qt, KOTOPbIM MOJIb3YyeTCsH MHOXECTBO MPUITOXKEHUN.

lpe ewé pocTuraeTca ya3BUMbIUN Ko,

Mbl He orpaHU4YMNnCb aHanM3oM ucxogHoro koga Qt n Telegram Desktop. 3To 6bina yxe He TeopeTuye-
cKagq aKcTpanonauus no oduiemy API: TOT e yS3BUMbIA MPUMUTUB Mbl MPAKTUYECKM BOCMPOU3BENN B
gBittorrent, Nextcloud Desktop n Electrum.

MpakTuyeckn NOATBEPXXAEHHDbIE NPUJIOXKEHUS

o QBittorrent 4.6.3 ¢ Qt 6.4.2. KOHTpOMpPYyeMbI MPOKCU Nepekniouni npunoxeHune ¢ Basic Ha NTLM
otBeToM 407 Proxy Authentication Required — 6e3 yBegomneHunsa nonbaosatens. MonHbin NTLM-
handshake 3aBepwuncsa popmuposaHnem NtChallengeResponse pasamepom 65076 6ainT, n3 Koto-
pbix okono 64 876 6alT NPUXOANIOCH Ha MOCTOPOHHME AaHHble U3 heap.

¢ Nextcloud Desktop 3.11.0 ¢ Qt 5.15.13. 3a 0gHy TECTOBYO CECCUIO MPUSIOXKEHNE BbINMOHUIO YETbIpe
nocnepoBaTenbHbiXx NTLM-o6MeHa. Kaxabii oTBeT gocturan 65076 6anT, NOSTOMY CyMMAapHO 3a
OOHy ceccuto packpbiBanocbh okoso 260 Kb namsatn. B gamnax Haxogmunucbh nonHble HTTP-3anpo-
cbl, WebDAV- 1 API-mapwpyTtbl Nextcloud, cny>kebHbie 3aronoBku n NTLM-TokeHbl npeaplayLmx
obmeHoB.

o Electrum 4.7.2 ¢ Qt 6.11.0. 3anecb 06HaPYXUCSA OTAENbHbIN MPSAMON NyTb, HE TPebOoBaBLLMIA NPOKCHU.
KoHTponupyemoe onuncanme Bitcoin- nnn LNURL-cuyéTa oTobpaxkanocb QML-KOMMNOHEHTOM Kak
rich text, a BHegpPEHHbIN <img src="http://.."> 3acTaBnan QNetworkAccessManager BbIMOHUTb
3anpoc K cepBepy aTakytowero. B oteeT Ha 401 WWW-Authenticate: NTLM Qt aBTomaTmnyecku ot-
npasnsan HenognucaHHbin NTLM Type 1, npuyém Electrum He nogkntoyan o6paboTumk
authenticationRequired, cnocobHbIN OCTAaHOBUTb 3TOT 06MeH. [OCTUXMMOCTb YI3BMMOrO Koaa 1
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aBTOMaTn4yeckoe Havano NTLM-ayTeHTUdUKauum 6b111 NoaTBEPXKAEHbI 9KCNepuMeHTanbHo; 3a-
BepLeHme Type 3 yepes SSPI n nocneaytowmii relay Tpebytor Windows-malumHbl B LOMEHHOM
OKPY>XEHUN.

Takum o06pasoMm, peyb LWa He 06 n3onnpoBaHHoN olwnbke Telegram Desktop 1 He o0 NpennonoXeHnun, oc-
HOBAHHOM TOJ/IbKO Ha YTeHUn ncxogHoro koga. OgmH nedekt QtNetwork 6b1n NpakTUYeckn BOCNpounsBe-
OEH B HECKOJIbKMX HE3aBMCUMDbIX NpoayKTaX, pasHbix Bepcuax Qt n AByx Toykax Bxoga — Yepes OTBEThI
401 n 407. Telegram ocTaBancsa rnaBHbIM 06bEKTOM Hallero UCCcrneaoBaHus, oaHako ¢dakTu4eckuii paguyc
BO3eNCTBUS 0OHapPYXEeHHON NepBOMNPUYNHbBI OKa3ascsa 3HaYMTENbHO LUNPE OOHOM0 MPUOXEHUS.
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BTopou npuMUTUB: pacKpbiTue heap-namaTu

MacwTtab npobnemMbl okaszancs saHaunTenbHo wupe Telegram, ogHako MMeHHO Telegram ocTaBancs rnae-
HOW LieNnblo Hallero nccnegoBaHns. Mbl peLlnIv He OCTaHaBIMBATLCA Ha NpuHyauTenbHo NTLM-ayTeH-
Tndukaumm u relay-atake. Ecnm HegoBepeHHbIN cepBep Mor 6e3 y4yacTua nosb3oBaTens akTUBUPOBATb
penKo UCnob3yeMblin Ko, ayTeHTUPUKaLMM 1 ynpaBnsaTh cogepxumbiM NTLM Type 2, cnepoBano npose-
pUTb, Hackonbko 6e3onacHo Qt pa3bupaeT ocTanbHble KOHTPOINPYEMbIE aTaKyoWMM Nong.

VIMEHHO TaM Mbl 0OHapPY>XWM BTOPON HE3aBUCUMbIN MPUMUTUB — YTEHUE HEUHULMANU3UpoBaHHOM heap-
namsaTn B qExtractServerTime():

qauthenticator.cpp qExtractServerTime()

static QByteArray qExtractServerTime(const QByteArray &targetInfoBuff)

{
QByteArray timeArray;

QDataStream ds(targetInfoBuff);
ds.setByteOrder (QDataStream::LittleEndian);
quintl6 avId, avlen;

ds >> avlid;
ds >> avlen;
while (avId != 0) {
if (avId == AVTIMESTAMP) {
timeArray.resize(avlLen); // ANWHA KOHTpPONuWpPyeTCs CepBepom
ds.readRawData(timeArray.data(), avlLen); // pe3ynbTaT KOPOTKOro UTeHWS He npoBepsieTCs

B NTLM Type 2 cepBep ynpaBngeT cogep>xunmbim targetinfo, Bknioyas ngeHtnoumnkatop MsvAvTimestamp
n 16-6uTtHoe none avlLen. Mbl ykasbiBanu aanHy 65000 6aliT, Ho NepeaaBan TobKo BOCbMUbalToBoe
3HauveHue timestamp. Qt Bbigenan 6ydbep 3aaBNeHHOro pasmepa, 3anncbiBan B HEro BOCEMb AOCTYIMHbIX
6anT 1 He npoBepsn, YyTo readRawData() BbinoHWA KopoTKoe YTeHne. OcTaBlumnecs 64 992 banta coxpa-
HSM NpeXxHee coaepxnumoe heap. 3atem Qt Bkntoyan Becb bypep — BMeCTe C HEMHULMANN3UPOBaHHOMN
obnactbto — B NTLMvV2-0TBET 1 OTApaBAgN ero cepeepy aTakyloLlero.

370 npeBpaTno o0bbivHbIN NTLM-06MeH B yaanéHHbI 1 MOBTOPSEMbIN MPUMUTUB YTEHUS NaMaTu. B no-
NyYeHHbIX JamMnax Mbl NOATBEPOUN YTEUKY yKasaTesnel koga 1 MetagaHHbix heap, 4OCTaTOYHbIX Ans 06-
xopa ASLR, ceTeBbix agpecos, Ha3BaHM VPN-knneHToB 1 agantepoB, HTTP-3aronoBkoB, a Takxe
npeablaywmx NTLM-TokeHoB. 3a 100 NOBTOPHbIX 0OMEHOB, 3aHUMAaBLUMX OKOJI0 NATU MUHYT, MPOKCU MOT
nony4nTb NpmubnnamntenoHo 6,5 Mb namaTtu npouecca Telegram Desktop.
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65 KB HEAP LEAK

A short NTLM timestamp read discloses the remainder of a reused heap buffer

[; VICTIM - QT 5':}5 HEAP MEMORY - MALICIOUS PROXY

gauthenticator.cpp reused QByteArray storage controls NTLM Type 2

MALFORMED NTLM TYPE 2

Proxy declares 65,000 bytes b aplies o
YRS EHIafEE MSL"WS'G\TK)\'}LY%nestamp + avLen = 65,000 - payload = 8 bytes

ALLOCATION + SHORT READ
The read result is not validated

readRawData(timeArray.data(), avlLen)

timeArray.resize(65000) returns 8 - remaining bytes stay untouched

BUFFER CONTENT
5,000 allocated - 8 initialized - 64,992 unchanged

QByteArray - 65,000 bytes total

8 BYTES 64,992 BYTES
TIMESTAMP RAW PROCESS HEAP DATA

SCHEMATIC - SEGMENTS NOT DRAWN TO SCALE

FULL BUFFER COPIED INTO THE RESPONSE
Qt sends initialized timestamp + untouched heap bytes

NTLM Type 3 64,992 BYTES
DISCLOSED

per response

NtChallengeResponse

65,000 allocated > 8 written > 64,992 leaked

ExPatch LLC
Vulnerability Research

expatch.com 2
_

Puc. 4. MexaHun3m yTeukun: Qt Boigenset 65000 6aiiT No KOHTPoONMpyeMoMy avlen, 3anucbiBaeT TONbKO BOCeMb HanT
timestamp 1 BknoyaeT ocTtaBwnecs 64 992 6ainTta heap-namatn 8 NTLM Type 3.
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Y10 Haxoaunoch B yTeKLUEeN NaMATU

Patch Lic VULNERABILITY RESEARCH

EXPOSED *

Categories and confirmed examples

CATEGORY CONFIRMED EXAMPLES

Ox00BO7FF6BCD7F7E® - OxO00007FF6BE1867E8

CODE POINTERS
Module address disclosure and ASLR bypass

Allocator pointers and recurring offsets

HEAP METADATA .
that allow reconstruction of the heap layout

VPN & NETWORKING Cisco AnyConnect - ExpressVPN - OpenVPN
TOOLS Palo Alto GlobalProtect - FortiClient

VIRTUALIZATION VMware - Hyper-V - VirtualBox

Local IP addresses, corporate subnets,

NETWORK TOPOLOGY
VPN adapters and Telegram DC addresses

HTTP request lines, URLs,

HTTP DATA . .
Host and Authorization headers

PREVIOUS NTLM Intact fragments of earlier NTLM Type 3 messages
EXCHANGES reappearing in subsequent leaks

CONTROLLED Markers for APl keys and other sensitive data,
SECRETS placed in advance in a controlled lab experiment

ExPatch LLC
Vulnerability Research

expatch.com /2
_

Puc. 5. Kateropum gaHHbiX, 06Hapy>XeHHble B yTeKLIel naMaTi B Xxoae N1abopaTopHbIX UCMbITaHWIA

Mo OoTOEeNbHOCTM 3TN GpParMeHTbl MOT/IM BbIrNA4EeTb ClyYalHbIM MyCOpPOM. BMecTe OHM 06pasoBbiBanu
noapobHbI Npoduab yCTPOMCTBA M ero Bnagenbla: UMs nonb3oBaTens, pabounini gomeH u hostname 13
NTLM, ncnonbayembint VPN-KINEHT, BUPTYann3aLmio, BHYTPEHHIOW agpecalmio N KOpropaTUBHYIO ceTe-
BYIO MHOPACTPYKTYPY.

Ho nocnepncTtBus He orpaHnMYMBanmMcb geaHoHUMmU3aumen. Ya3BnumMocTb 6e3 pasbopa nepegaBana cogep-
XMMOe NOBTOPHO MCMNosib3yeMbix heap-6ydepoB. B xoae koHTponnpyemMoro heap-grooming Mbl 3apaHee
nomeLann B HUX TECTOBble Napoan n Mapkepbl API-cekpeToB, a 3aTeM 06Hapy>XXnBanu 3T 3Ha4YeHUs B
NTLMv2-oTBeTe, OTNpaBieHHOM NPOKCU. 10 TOMY XXe MexaHnU3My MOrfaun packpbiBaTtbca API-kouu, To-
KeHbl ceccuii, cookie, 3aronosku Authorization n gpyrue cekpetbl, HeAaBHO HAaXOAMBLUMECS B MaMATK
npouecca. B nocneaywwmnx yTevkax Takxxe nosasnsnmco paHee coopmmpoaHHble NTLM Type 3.
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Ba)kHO: napofb 4OMEHHOro nosib3oBaTens He naBnekanca HernocpeacTseHHO U3 NTLM. OTKpbITble Napo-
M MOTNIN yTeKaTb KaK CoAep>XnUMoe NoBTOPHO UCMofib30BaHHOro bydepa, HesaBUCUMO OT camoro NTLM-
npoTokona.

OCO0B€eHHO TPEBOXHO, YTO KaHaIOM yTe4YKn CTaHoBUMACh GYHKLNS, NpeaHa3HavYeHHas nomMoraTb NOb30-
BaTeNo 0OXOANTb OrPaAHNYEHUNS M COXPAHATb AOCTYN K MHPOopMaLumn. MNMpokcn npogoskan paboTaTb,
Telegram He nokasbiBan npenynpexneHnin, a nonb3oBaTesNb He BUAEN, YTO ONepaTopy BPegoHOCHOro
MPOKCK NocnefoBaTesibHO NepefatoTcs GparMeHTbl NaMaTn — BkJoYas naponu, APl-cekpeTbl U flaHHble,
CNocobHble PacKpPbITb €ro JIMYHOCTb UM NPenoCcTaBUTb AOCTYMN K CBS3aHHbIM CUCTEMAM.
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NonHasa RCE-uenouka:
nabopartopHoe noarBepXXaeHue

YT06bl NPOBEPUTL MaKCUMarlbHbIA NPaKTUYeCKNi yuep6, Mbl MOCTPOWIM U30/IMPOBAHHbIN CTEHA, C AoMe-
HoM Active Directory, Windows Server 2022 n Enterprise CA ¢ goctynHbiM AD CS Web Enroliment.

Ha cTtopoHe XepTBbl UCnonb3oBancs opuumanbHbii Telegram Desktop 6.8.2 6e3 Kakux-nnMbo naMeHeHun
NCXOAOHOro Koda, ucrnonHsemoro danna, Qt unu mexaHnamoB ayteHTUduKauum. KnmeHT pabotan B wtaT-
HOWM KOHdUrypauumn. EQMHCTBEHHbIM AeCTBMEM NoNb3oBaTeNs Oblo fob6aBneHne NPOKCU NpeaycMoT-
peHHbIM Telegram cnocobom. Bca aTakytow,as normka Haxoauaacb Ha CTOPOHE KOHTPOIMPYEMOTO MPOKCK
n nabopaTopHOM MHDPACTPYKTYPbI.

[Nocne nogkno4eHUs Telegram K MPOKCK Ueno4vka BbIMNoOJIHAJ1IaCb aBTOMAaTU4Ye€CKW:
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ESC8 RELAY

From tg://proxy to SYSTEM through AD CS Web Enrollment

INITIAL ACCESS

USER ADDS PROXY
Telegram Desktop receives

tg://proxy

PROXY CHALLENGE

HTTP 407 + NTLM

407 Proxy Authentication Required
Proxy-Authenticate: NTLM

WINDOWS AUTHENTICATION

QT INVOKES SSPI
NTLM Type 3 generated
on behalf of the domain user

CREDENTIAL RELAY
AD CS WEB ENROLLMENT
NTLM authentication relayed

to a vulnerable endpoint (ESC8)

CERTIFICATE ISSUED
AD CSissues a certificate

‘ CERTIFICATE SERVICES
on behalf of the victim

DOMAIN AUTHENTICATION
PKINIT

Certificate » TGT

account NT hash recovered

0

PSEXEC
Recovered NT hash used

‘ REMOTE EXECUTION
for authenticated execution

FINAL IMPACT

SYSTEI onhostswhere the victim

has administrative rights

E—O

ExPatch LLC
Vulnerability Research
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Puc. 6. lNonHasa nabopaTtopHasa uenoyka: ot gobasneHua tg://proxy oo nonyvyeHms SYSTEM Ha y3nax, roe ckoMmnpomeTum-
poBaHHasg y4éTHag 3anucb obnagana agMMHUCTPATUBHbIMU NpPaBaMu.

Ha cteHpe Bce 9 n3 9 nonbiTok relay kK AD CS 3aBepLlUIMINCD YCMELWHOW ayTeHTUdUKALMEN U BbIMYCKOM
cepTndmkaTa. [MockonbKy TecToBas y4eTHaa 3anncb obnagana npasamu Domain Admin, Mbl nonyynnu NT
AUTHORITY\SYSTEM kak Ha paboyel cTaHUUK, TaK U Ha KOHTponnepe aoMeHa. MNMonHag Lenoyka 3aHn-
Mana okono 30-35 cekyHp, 1 He TpeboBana nogbopa UanM BOCCTaHOBNEHNS Napons.

YpoBeHb NocneayoLLero AocTyna onpeaensancs npaBaMmm CKOMMPOMETUPOBaHHOM YYETHOW 3anncu:
06bIYHbIN NOMb30BaTeNb HE NpeBpallanca asToMaTUu4eckn B agMUHUCTpaTopa goMeHa. OgHako relay
YYETHOM 3aNnCU afMUHUCTPATOPa, NMPUBUIErMPOBAHHOIO COTPYAHNKA UNW CEPBUCHOIO akkayHTa Mor He-
nocpeacTBEHHO NPUBECTU K yAan&HHOMY BbIMOJIHEHNIO KOAa U KOMIMPOMEeTaLuM COOTBETCTBYIOLLUX CU-
cTeM. Hall aKcnepuMeHT NoaTBepau BEPXHIOK rpaHuLLy BO3OEeNCTBUA: MOMHbIA 3aXBaT AOMeEHa Yepes
WITaTHbIN, HeMoandULMpPOBaHHbIN Telegram Desktop nocne go6aBneHns KOHTPOMPYEMOIrO MPOKCH.
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BblgaHHbIN cepTudMKaT cosgaBan OTAeNbHbIA MeXaHN3M coxpaHeHusa goctyna. CMeHa napons He oT3bl-
Basia ero aBToMaTUYeCcKu: Npu CpoKe AeNCTBUSA cepTudmuKaTa B OAMH—[BA rofa aTakylowmnin Mor npoaon-
XaTb NPOXOANTb ayTeHTUdUKALNIO 40 NCTEYEHUSsI CpOoKa, IBHOFO OT3blBa cepTudumkaTa uim 610KMpoBKN
YYETHOM 3anncu.

Mouemy aTo ya3BumocTb Telegram Desktop, a He Tonbko Qt

CBoauTb BOMPOC K TOMY, B KakOM UCXoaHOM dalifie Haxoamnnacb owmnbka, — 3HaYUT UTHOPUPOBATbL BCHO
LLernoyky akcnayaTaumn. bubnuoteyHas nepeonpuynHa AencTenTenbHo Haxoamnach B QtNetwork. Ho
aTaka HayMHanacb He B abCTpPakTHOM NpUIoXeHuUn Qt: oHa HauMHanacb B oduumanbHom Telegram Desk-
top, nocne gob6aBneHnss MPOKCK LWTAaTHbIM MexaHU3MoM tg://proxy.

MmeHHo Telegram Desktop genan pedekt npakTnyeckmn OCTUXUMbBIM:

* MPUHUMAN N COXPaHs NpPeaoCcTaB/eHHbIM NoMb3oBaTeNEM MPOKCH;
e nepepasan ero B Qt 6e3 3anpeta NTLM u Negotiate;

e He npenocTaBnaf Mosb30BaTeNto BO3MOXHOCTWN YBUOETb UM OTKIIOHUTb BbIBPaHHY0 MPOKCU-
CEepBEPOM CXeMY;

e [03BONS/T HE4OBEPEHHOMY NPOKCK akTuBMpoBaTtb SSPI n nonyunts NTLMv2-oTBeT;

e epepgaBan Yyepes 3TOoT Xe KaHan pparMeHTbl NaMaTh npouecca Telegram Desktop.

3TO He MPOCTO NPUCYTCTBUE YI3BUMON 3aBUCUMOCTU. YBepuTe Ntoboi 13 KNOYEBbIX MPOAYKTOBbIX 3/1e-
MeHTOB — tg://proxy, aBTomMaTM4eckoe coxpaHeHne NPoKCKu unm otcytcTeme 3anpeta NTLM — n onucaH-
Has Lenoyka Yyepes Telegram npekpauiaetca. CnepgoBaTenbHO, pewenunsa Telegram 6biin Heobxoanmon
YacTblo aKCMyaTaUnUK, a He CnyYalHbIM OKpyXXeHneM 6UBInoTevyHoM onNOKN.
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OTBeTCTBEHHOE PaCKpPbITUEe U XPOHOJI10IN'nNA

6 MIOHSA: NOJIHbIN OTYET NepepaH Telegram

lMocne HOYM HeNpPepbIBHON NPOBEPKN 1 NOArOTOBKU MaTepuanoB 6 uoHa 2026 roga Mbl Hanpasuin
Telegram He KpaTkoe onncaHue 1 He NpeaBapUTENbHYIO FMNOTEe3Y, a 3aKOHYEHHbI 21-CTPaHNUYHbIN Tex-
Hu4Yeckunin oT4eT EXPATCH-2026-TG-002. B nepenaHHbIi NakeT BXOOAMIN aHann3 UCXOAQHOro Koaa, ycno-
BMA aKcnnyaTauuun, PoC, BuaeoaeMoHCTpaLus, pesynbTathl nabopaTopHbIX UCMbiTaHUn 1 nonHas RCE-
Lenoyka.

OTpenbHbIN pasgen oTYETa yy)ke Toraa onucbiBan yTeuky namsatu B gExtractServerTime(): KoHTponupye-
Moe cepBepoM none MsvAvTimestamp.avLen, ysennyeHne QByteArray yepes timeArray.resize(avlLen),
HenonHoe yteHne readRawData() n nocneaytowyo OTNPABKY HEMNPOYNTAHHOIO COAEPXMMOro heap BHYT-
pn NTLMv2-oTBeTa. Ha cTpaHuue 20 Mbl NpeanoXunm KOHKpeTHoe ncnpasneHmne: npoeepsTb avlen no
ocCTaBlleMycs pa3Mepy bydepa 1 NpuHUMaTb timestamp Tonbko oXMAaeMon AMHbl — BOCeMb GainT.
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ExPatch LLC CONFIDENTIAL | TG-NTLM-RELAY-RCE

65KB

Heap Information Disclosure (F-QT-A14)

Each NTLM exchange leaks up to 65,535 bytes of uninitialized heap memory from the victim's Telegram Desktop process. The
leaked data is sent DIRECTLY (not hashed) in the NTLMv2 response blob to the proxy. The proxy decodes base64 and reads
raw heap bytes at a known offset.

How the Heap Leak Works

65KB Heap Leak Mechanism

Victim (Qt) Malicious Proxy | Heap Memory

1. NTLM Type 2 with AVTIMESTAMP avLen=65000

Qt: timeArray.resize (65000) -- UNINITIALIZED

2. readRawData fills only 8 bytes from stream

3. Gap: 64,992 bytes = RAW HEAP DATA

Qt: writeRawData(timeA¢ray, 65000) -- ALL bytes
4. Type 3 with 65KB heap in NTLMv2 blob

7z

5. Proxy extracts heap at known offset

Vulnerable Code Path (qauthenticator.cpp)

// Line 1330: Qt parses NTLM Type 2 targetInfo AV_PAIRs
if (avId == MsvAvTimestamp) { // avid=7 from proxy

/7

Line 1343: ALLOCATE -- avLen from proxy (uintlé, up to 65535)

OByteArray timeArray;
timeArray.resize(avlLen); // <<< UNINITIALIZED HEAP!

/7

ds.

/7

/7

Line 1345: READ -- fills only N bytes remaining in stream
readRawData(timeArray.data(), avLen);

Stream has -8 bytes left. Gap = avLen - 8 = 64,992 bytes
Those 64,992 bytes contain WHATEVER WAS IN HEAP BEFORE

Line 1384: WRITE -- sends ALL bytes including uninitialized gap

.writeRawData(timeArray.constData(), timeArray.size());

Entire timeArray goes into NTLMv2 response temp blob

Line 1417: SEND -- blob sent as base64 in Proxy-Authorization header

ntChallengeResp.append(temp);

/7

>>> 65KB of RAW HEAP sent to proxy in cleartext <<<

Proven Leaked Data (Live Telegram Desktop 6.8.2)

ta Category Examples Found in Heap Dumps

Network Adapters Intel(R) Wi-Fi 6E AX211 160MHz, VMware VMnet1/VMnet8

Virtualization Hyper-V Virtual Ethernet Adapter, VirtualBox Host-Only

VPN Client Name ExpressVPN Packet Filter Driver, OpenVPN Data Channel Offload

VPN Adapter Config Cisco AnyConnect, Palo Alto GlobalProtect, FortiClient SSL VPN

Local IPs (private) 192.168.0.1, 192.168.0.6, 10.0.0.1, 172.19.0.1, 127.0.0.1

Public/External IPs Telegram DC IPs: 149.154.167.41, 91.108.56.172

ExPatch LLC | Offensive Security Research | Coordinated Responsible Disclosure 5/21

Puc. 7. CtpaHuua 5 otyéta EXPATCH-2026-TG-002. B nepegaHHOM 6 UOHA OKYMEHTE yXXe Oblin HasdBaHbl ya3BMMas
dYyHKUMSA, ynpaBnsemoe nose avlen, MexaHU3M packpblTusg 64 992 6aiT heap-namMaT 1 pesynbTaTbl MPOBEPKN Ha WITAT-

HoM Telegram Desktop 6.8.2.
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@ Expatch Security <security@expatch.llc> & Jun 6, 2026, 6:11 AM ﬁ @ “

to Telegram ~

# Attack surface: Telegram Desktop HTTP Proxy Authentication (Qt qauthenticator.cpp)
# Severity: 9.6 (CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:H/I:H/A:H)

## Description:

A chain of vulnerabilities in Qt's HTTP proxy authentication implementation allows a malicious
proxy operator to silently relay a Telegram Desktop user's NTLM credentials to any NTLM-
protected corporate service (Exchange, ADFS, VPN, ADCS, SMB, LDAP), achieving
authenticated access as the victim without knowing their password.

Puc. 8. Hauyano ncxogHoro obpaueHuns ExPatch B Telegram ot 6 nioHa 2026 ropga.

B O W & ©0 &« B D & 18of22 < >

CVSS scoring, and recommended fixes.
We recommend reviewing this PDF first — it contains visual attack flow diagrams that make the vulnerability chains much easier to understand and analyze.

2. **poc.zip** (password: “t313gram’) — Password-protected ZIP archive containing:

- “final_poc.py" — Proof of Concept script (Python, ~300 lines). Automates the full chain: heap leak — NTLM relay — certificate — PKINIT — PsExec — SYSTEM
shell.

- “poc_video.mov' — Screen recording demonstrating the full attack chain end-to-end. Shows user sees NOTHING — only "Connecting..." while credentials are relayed.

]
_poc.zip

**Recommended fix for Telegram (can be implemented without Qt upstream changes):**

1. **Connect “proxyAuthenticationRequired" signal** — show UI warning when proxy requests NTLM. Default to REJECT.
2. **Reject NTLM/Negotiate for proxy auth** — force Basic-only. Basic CANNOT be relayed.

3. **Add warning in “tg://proxy" dialog** — inform user about NTLM/credential risks.

4. **Test before save** — do NOT persist proxy settings until connection test succeeds.

5. **Consider disabling HTTP proxy type** — SOCKS5 and MTProxy do not have NTLM.

**Disclosure:**

- Researchers: Aleksandr Rostilov, Denis Rostilov (ExPatch LLC, Boston MA)
- Contact: security @expatch.llc

- Date: June 6, 2026

- Timeline: Standard 90-day coordinated disclosure

- PoC will not be published until fixes are deployed

One attachment - Scanned by Gmail ® @;_ Add to Drive

NTLM Relay o Remts Code Execution
Vi Tologram Doskiop HTTP Proxy

[ Seeem—
(B8 NTLM-RELAY-RC.. 4

New
(h Reply ) (ﬁ Forward) [ sharein chat

Puc. 9. MpoaoskeHne nucbMa oT 6 UoHA. Ha CKpMHLLIOTE BUOHbI NepefaHHble MaTepuarnbl, peKoMeHaaunn, Kotopble
Telegram mor peanusoBaTtb 6e3 oxugaHmsa upstream-msmeHeHu, ceefeHns 06 aBTopax 1 BAOXEHHbIN OTYET.

ExPatch LLC - Coordinated Disclosure - 2026
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poc.zip (B Externall 3

( Openwith v | @ Share ~ %
File Tools Help

s, .
& Details X
@ Security limitations

No limitations applied

If any are applied, they will appear here

File details

Could not preview the file T
This file is too large to preview

Ci sed archive

Storage used
151 MB

Location

| @ my Drive |

Try one of the apps below to open or edit this item

Suggested third-party apps

® ZPExtractor @ CloudConvert [ Zip, UnZip

Modified

Add description

Puc. 10. ColicTBa nepegaHHoro apxumea poc.zip: Google Drive gaTupyeT ero cosgaHue 1 nocnegHee namMeHeHue 6
noHa 2026 roga.

Camo no cebe 370 n3obpa)keHne He JoKa3blBaeT CKaunBaHue apxmsa nonydvatenem. OgHako BMecTe co
CKPUHLLOTOM NMUCbMa, COAEPXKaLlMM CCbIIKY Ha POC.zZip, OHO NOATBEPXAAET, YTO NoNHbIN PoC cyulecTeo-
Basn 1 6bin goctyneH Telegram yxe B AeHb obpalleHus.

XPOHOMOrno A0NONHUTENBHO NOATBEPXXAAOT MeTagaHHble ncxogHoro PDF. Ero o6noxka gatmpoBaHa 5
nioHs, a none CreationDate cogep>xuTt Bpema 6 ntoHa 2026 roga, 04:04:01 UTC — npuMeEpPHO 3a WecTb
YacoB [,0 OTMNpPaBKK Noka3aHHoro nucbmMa. SHA-256 ¢anina:

SHA-256

c2c88a4db92a9fbO6cdb4a2efec3e337714a0ecdc32526c6a65b4dc477173f6¢C

Ha obnoxke gokyMeHT 6bin1 npsamo o6o3HaveH kak CONFIDENTIAL v nepepaH B pamkax Coordinated
Responsible Disclosure ¢ TpeboBaHMEM He pacnpoCTpPaHATb ero 6e3 paspewenns ExPatch LLC. Mbl 06-
paTunmnch K Telegram paHblie, YeM 3aBepLunv oTaenbHoe obpauleHne B Qt, nockonbky Telegram Mor He-
Me[J/1IeHHO NepeKpbITb Hanbosiee onacHbIN NyTb Ha YPOBHE COBCTBEHHOI0 MPUNOXKEHUS.
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NTLM Relay to Remote Code Execution
via Telegram Desktop HTTP Proxy

CVSS 3.1: 9.6 CRITICAL

Report ID: EXPATCH-2026-TG-002
Date: June 5, 2026

Researchers: Aleksandr Rostilov, Denis Rostilov
ExPatch LLC | Boston, Massachusetts

security@expatch.lic

Target: Telegram Desktop (tdesktop) + Qt Library (qauthenticator.cpp)
Disclosure: Coordinated Disclosure to secur org
Classification: CONFIDENTIAL -- do not distribute without authorization

This report documents a chain of 9 vulnerabilities that allow a malicious HTTP proxy
operator to achieve remote code execution on corporate infrastructure through Telegram
Desktop. The attack requires only a single click on a tg://proxy link and works from
any internet server (VDS) against organizations with internet-facing Exchange, ADFS
or VPN endpoints with NTLM authentication (~95% of enterprise deployments).

CONFIDENTIAL -~ This document contains vulnerability details under coordinate
responsible disclosure. Do not distribute without authorization from ExPatch LLC

ExPatch LLC | Offensive Security Research | Coordinated Responsible Disclosure /21

ExPatch LLC CONFIDENTIAL | TG-NTLM-RELAY-RCE

Executive Summary

A malicious HTTP proxy operator can silently relay a Telegram Desktop user's NTLM credentials to any corporate service
(Exchange, ADFS, VPN, ADCS), achieving authenticated access as the victim without knowing their password. A single click
on a tg://proxy link leads to full remote code execution (SYSTEM shell) within 30 seconds. Each NTLM exchange also leaks up
to 65 KB of uninitialized heap memory containing network adapter names, VPN clients, local and public IP addresses, and
code pointers. Root cause: Qt qauthenticator.cpp has zero NTLM relay defenses and Telegram never connects
proxyAuthenticationRequired signal

Why Proxy Is Critical for Telegram

HTTP proxy is a CORE feature of Telegram, not an edge case. Telegram actively promotes proxy usage to bypass
government censorship and intemet blocks. Proxies are WIDELY used in:

* Iran -- Telegram blocked since 2018, 40M+ users rely on proxies

* Pakistan — periodic blocks, proxy links shared in communities
* Indonesia, Irag, Belarus, Turkmenistan -- various blocks

Telegram provides built-in proxy support (SOCKS5, MTProxy, HTTP) and the tg://proxy deep link format specifically for easy
proxy sharing. Proxy links are distributed through Telegram channels with millions of subscribers, social media, and dedicated
websites. Users in censored regions routinely click proxy links from untrusted sources -- this is the EXPECTED and

7 vioHa: Telegram nosiy4n NosIHOCTbIO Pa6boTocnoco6HbIN exploit

[MepBOHayvanbHbIM OTYETOM PaCKPbITUE HE OFPAaHNYMNOCH. YXKe 7 NIOHSA Mbl Hanpasunu Telegram gonon-

HUTeNbHOE MUCbMO C YCOBEPLLUEHCTBOBaHHbIM sspircev3.py — 694-CTPOYHbIM CKBO3HbIM SKCMIONTOM, He

TpebyloWwmnM 3HaHUS Napona — 1 BUAE03annchio NoMHOM aTaku. 370 bbina He KOHLEeNTyanbHasa eMOH-
CTpaumsa 1 He Habop pa3poO3HEHHbIX TEXHUK: BCe HE0bX0aMMble YYETHbIE JaHHble aBTOMATUYeCKU nepe-
HanpaBnsaIMCh NM60 N3BIeKannch U3 pPesynbTaToB relay-Lenoyku.

B nucbmMe 6binn oTAenbHO onNncaHbl NOCNeacTBna Ang 06bIYHOrO JOMEHHOrO MOfIb30BaTENS: BbIMYCK KM~
eHTcKoro ceptudumkata vyepes AD CS, pnoctyn kK Exchange OWA n ADFS, nepemMelleHne Ha KOMMbOTEPDI,
roe XXepTBa obnagana nokanbHbIMU aAMUHUCTPATUBHbBIMKU NMpaBamMu, a Npu HebesonacHoM KOHGUrypauum
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lWabfIoHOB cepTMdMKATOB — MOBbILLIEHNE nNpuBunernin. ns cueHapus ¢ Domain Admin gemMoHcTpauma 3a-
kaHuymBanacb nonydyeHnem NT AUTHORITY\SYSTEM Ha pabouei cTaHLMN U KOHTPONNepe AoOMeHa; nanb-

Hellne OencTema Mornm npmnBecTu K NnonHom KOMIMpoMeTaunm noMeHa.

Bupoeosanuch nocnegoBaTebHO NoKa3biBana BbiBOA KOHTponMpyeMoro npokcu, NTLM relay, Bbinyck cep-

Tnoukata, PKINIT-ayTeHTUDMKALNIO M NOSIBNEHME KOMAHOHOM CTPOKM Ha paboyemM cTone XepTBbl.

Telegram nony4nn He TONbKO ONMMCaHWe BO3MOXHOTO yuiep6a, HO U MOMHOCTbIO PaboTOCNOCOBHYI0 pea-
NM3aLmio, BOCMPOM3BOAUBLLYIO BCIO LenoYvKy Ha M30MPOBaHHOM CTEeHOe MPOTUB LWTAaTHOro, HeMoandu-

umposaHHoro Telegram Desktop.

Attack Scenarios
Scenario A: Regular Domain User (most common case)
Even without Domain Admin privileges, the relayed credentials provide:
— Relay to ADCS - client authentication certificate issued for the victim's UPN, valid for 1 year, survives password changes
— Relay to Exchange OWA -- read and send email as the victim, create forwarding rules for persistent access
— Relay to ADFS -- obtain SAML token for 0365, Teams, OneDrive, SharePoint access
— NTLMv2 hash -- offline password cracking (hashcat mode 5600)
— Lateral movement -- to any machine where the victim has local administrator rights
— Privilege escalation -- if misconfigured certificate templates exist (ESC1--ESC?7), escalation to Domain Admin is possible
Scenario B: Domain Admin (demonstrated in video)
The video demonstrates the worst-case scenario with a Domain Admin victim:
— SYSTEM shell on the Domain Gontroller
— SYSTEM shell on the victim workstation

— Visible command prompt on the victim's desktop (token duplication)
— Complete domain compromise achievable (DCSync, Golden Ticket)

Attachments

1. sspi_rce_v3.py -- True zero-password PoC (694 lines). Every credential is relayed or derived from the relay chain.
2. Video recording - Full attack chain demonstration in the lab environment described above. Shows the proxy output, the relay handshake, the certificate issuance, the PKINIT exchange, and the visible command prompt appearing on the victim's desktop.

Disclosure

Researchers: Aleksandr Rostilov, Denis Rostilov

Organization: ExPatch LLC, Boston, MA

Contact: security@expatch.lic

Original submission: June 6, 2026

Follow-up (this letter): June 7, 2026

Timeline: Standard 90-day coordinated disclosure. PoC and video will not be published until fixes are deployed.

The root cause analysis, CVSS scoring, affected code locations (qauthenticator.cpp), and recommended fixes were provided in the original submission (NTLM-RELAY-RCE-REPORT.pdf). This follow-up focuses on the improved PoC and video evidence.

password [

n poc2.zip

Puc. 12. [JononHMTeNbHOE pacKkpbiTUe OT 7 UIKOHS: CLLeHapun akcnayaTaummn, 694-cTpoYHbli sspircev3.py, Bugeosanucb
MOJTHON LLeNoYKM 1N NPUKPENEHHbIN apxmnB poc2.zip. B nncbMe Takxe 3adukcnporaHo obsa3atenbcteo ExPatch He ny6-
nukoBaTb PoC 1 Bugeo 00 Bbinycka ncnpaBneHuin.
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F poc2.zip (B External ® Share ~ %
File Tools Help

& Details X

@ Security limitations

No limitations applied

Could not preview the file
This file is too large to preview

ize
107.3 MB

Storage used
107.3 MB

Location

| @ my Drive |

@& CloudConvert R Zip, UnZip

‘ Add description

Puc. 13. CsoiicTtBa poc2.zip: Google Drive pukcupyeT co3gaHue n nocnegHee nameHeHne apxmea 7 noHsa 2026 roaa.

8 nioHSA: noaTBepXXaeHUe paccriegoBaHUa U aBa TOYeYHbIX NaTya

8 nioHa B 05:08 Telegram Support noaTBepaMa NonyvYeHne MaTepmanoB U COOBLIWI:

"The team is investigating your research, and we will contact you soon.”

o Telegram Support <security@telegram.org> Jun 8, 2026, 5:08 AM 5‘:? @ « :

tome «

Thanks for reaching out. The team is investigating your research, and we
will contact you soon.

All the best,
Telegram Support

Puc. 14. OtBeT Telegram ot 8 nioHs 2026 roga: KomaHaa coobulaeT, YTo UccnenyeT nepegaHHble MaTepuarnsbl.

B TOT XXe geHb nybnunyHas nctopua ucnonbadyemoro Telegram Desktop penosutopusa 3aBucuMocTen gatu-
PYeT nosiBNieHne ABYyX HOBbIX KOMMMUTOB:

e B13:23:04 UTC — naty gnga Qt 5 (https://github.com/desktop-
app/patches/commit/d92000b4ad84cf8c0fbd161eb32f345ca470da6b);

e B13:27:01 UTC — natu gna Qt 6 (https://github.com/desktop-
app/patches/commit/3129a4798e9b69033b5a0a854d4c660b8c719e22).

ABTOPOM 060X M3MeHeHuiA ykasaH John Preston. Mo BpeMeHu Hbto-Mopka 310 09:23 1 09:27 — npw-
MepPHO Yepes YeTbipe Yyaca nocne oreeta Telegram.
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OCO06EeHHO BaXHO He TOMIbKO BPeMsi MosaBNeHMa U3SMEHEHUI, HO U UX coaepxXaHue. Maty gna Qt 6 6bin go-
6aBneH HOBbIM daiiniom gtbase_6.11.1/0038-disable-proxy-ntim.patch 1 onHoBpeMeHHO 3akpbiBan age
He3aBUCKMble NPobeMbl, ONMCaHHbIe B HalleM oT4YéTe: npuHyantenbHyto NTLM/Negotiate-ayteHTndn-
KaLu o Yyepes NPOoKCK 1 yTeuky namMaTtn B gExtractServerTime().

Patch Lic VULNERABILITY RESEARCH

REPORT > » [l

Content-level correspondence across two independent findings

EXPATCH REPORT - JUNE 6 NEW QT 6 PATCH FILE TELEGRAM PATCH - JUNE 8

EXPATCH REPORT - JUNE 6 TELEGRAM PATCH - JUNE 8

FINDING A

Disable NTLM / Negotiate NTLM and Negotiate rejected while
for proxy authentication processing Proxy-Authenticate

FINDING B Added guard:
Validate avLen against the

remaining targetinfo size AulkE > el = [

FINDING B Added guard:
Accept MsvAvTimestamp only

at the expected length avien != 8
FINDING B

Do not include the unread buffer Returns qnd writes
tail in the response exactly eight bytes

Lol Added a dedicated helper:
Bounds-check targetName

and targetinfo gNtimBufferFits()

BOTH QT NETWORK PATHS

Authenticator reset - Connection terminated
ProxyAuthenticationRequiredError
QHttpSocketEngine No NTLMv2 response sent to the proxy

QHttpNetworkConnection

SPECIFIC MATCH NOT GENERIC NTLM HARDENING
gExtractServerTime() MsvAvTimestamp.avLen malformed read expected length: 8 bytes

targetName + targetInfo bounds checks proxy NTLM / Negotiate prohibition

ExPatch LLC
Vulnerability Research

expatch.com A/
_

Puc. 15. ConocTtaBneHune ot4yéta ExPatch ot 6 nioHs ¢ natyem Telegram ot 8 nioHsa. CoBnagatoT ABe HE3aBUCUMbIE Ha-
xoaku: 3anpet NTLM/Negotiate nna proxy authentication n ncnpasneHune obpabotkn MsvAvTimestamp.avlLen.

isMeHeHMe He orpaHM4YMBanoch obuien pekomeHgaumen «ycunute NTLM». B HEM nosiBunacb npoBepka
ocTaTka bydepa avLen > end - p, TpeboBaHne avLen == 8, BO3BpaT M 3anncb POBHO BOCbMU 6alT, a Tak-
e otaenbHas yHkumsa gNtimBufferFits() ona npoeepku rpaHul targetName u targetinfo. 3710 Te xe
nons, yCnoBus 1 3alMTHbIE MepPbl, KOTOPbIE OblM Ha3BaHbl B HALLEM OTYETE.
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MaTy Takxe oxBaTbiBaa oba ceTeBbix NyTn Qt, cnonb3oBaswmxcs Telegram: QHttpNetworkConnection n
QHttpSocketEngine. Mpn obHapy>xxeHnn NTLM nnu Negotiate ayteHTudmnkatop cbpacoiBanca, coeguHe-
HMe 3aBepLlianocb ¢ ProxyAuthenticationRequiredError, a NTLMv2-oTBeT 60/blle HEe OTNPaBIaICcsa NPoKCu.

15-16 nioHSA: NnpepnoXXeHe Harpaabl U NoATBEPXXAEeHUe
ucnpasneHumn

15 uoHa Telegram nobnarogapuni Hac 3a OTYET U NPeaNoXnn Harpagy B pasmepe $1000:

“We would like to award you a bounty of $1000 for your findings regarding NTLM via
proxy settings.”

Telegram Support Jun 8, 2026, 5:08 AM Yy
Thanks for reaching out. The team is investigating your research, and we will contact you soon. All the best, Telegram Sup...

es

Telegram Support <security@telegram.org> Mon, Jun15,11:33AM ¢ @ “a
tome «

Thank you for your report. We would like to award you a bounty of $1000
for your findings regarding NTML via proxy settings. Could you kindly
share the following info for the agreement please?

1. Your bank account details:
- Your full name
- Bank name

- Account number or IBAN for payments in US Dollars
- SWIFT code

2. Your full address, including the postal code.
We can transfer USDT on GRAM (TON) as well.
Much appreciated!

All the best,
Telegram Support

Puc. 16. lNpegnoxeHune Telegram ot 15 nioHs 2026 roga. Harpaga chopmynmpoBaHa Kak OTHOCALWAACS K HaxogKam, CBs-

3aHHbIM ¢ NTLM yepes HacTpoliku NpoKCH.

K aTomy MoMeHTy naTy Telegram yxe BktoYan geBe HesaBMcuMble Mepbl: 3anpeT NTLM/Negotiate ans

NPOKCU 1 UCMpaBrieHne yTeukn naMaTun B gExtractServerTime(). MoaTomy popMynnpoBKa NMcbMa He Mos-

BOJ1d/1a NMOHATb, OUueHMBanacb 1M BC4 COBOKYMHOCTb NnepegaHHbIX CLeHapuneB U TOJIbKO Proxy-4acTb

nccecnenosaHud.

[eHbru He 6b11M A9 Hac rNaBHbIM BOMNPOCOM. Mbl MOMPOCUIN HanpaBUTb NPeaJIoXKEHHY0 CYMMY Ha 6na-

rOTBOPUTEJIbHOCTb N NPAMO YTOYHWIIN, ABNAETCA JIN pelleHne OKOHYaTesibHbIM A1 BCEX OMNMNCaHHbIX yA3-

BUMocCTen nnbo Tonbko Ana NTLM disclosure yepes HaCTPONKN NMPOKCH.
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o Telegram Support Jun 15,2026, 11:33AM ¥y

Thank you for your report. We would like to award you a bounty of $1000 for your findings regarding NTML via proxy settin...

@ Expatch Security <security@expatch.llc> Jun15,2026,1201PM % @ &

to Telegram ~

Hello Telegram Support,
Thank you very much for your response and for awarding the bounty.
| appreciate it, but | would kindly ask you to donate this amount to a charity of your choice instead.

Also, could you please clarify whether this is the final verdict regarding all of the reported vulnerabilities, or only the finding
related to NTLM hash disclosure via proxy settings?

Thank you again.

All the best

Puc. 17. Oteet ExPatch o1 15 utoHs: npocbba HanpaBUTb Harpagy Ha 6/1aroTBOPUTENBHOCTb U YTOYHUTb, KakKMe UMEHHO
Haxo4KWn OXBaTblBAET peLLeHNE.

16 mntoHd B 05:07 Telegram coobuwm, 4YTO pelleHne o Harpage okoH4YaTenbHOE, M HaNPAMYO NPEeaoXNI
rnognucaTb cornaweHmne, daktnyecku sbinonHsawowee ¢yHkumto NDA. o TeKCTy nncbMa OHO LOSIKHO
Obl10 He ToIbko 0GOPMUTL BbIMIATY UM NOXEPTBOBaHME, HO M 06ecneunTb, YTOObI cBeaeHMs 06 obHapy-
>KeHHbIX Npobnemax nepepasanuco «responsibly and only with authorized parties».
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@ Expatch Security Jun 15,2026, 12:01PM ¥

Hello Telegram Support, Thank you very much for your response and for awarding the bounty. | appreciate it, but | would ki...

ns

o Telegram Support <security@telegram.org> Jun16,2026,507AM  vr @ €

tome »

Thank you. The bounty decision is final. Meanwhile, could you please
provide your full name and address so we can sign the relevant
agreement?

The purpose of the agreement is to make sure that Telegram can formally
process your payment (or donation) and that any discovered issues are

shared responsibly and only with authorized parties, to prevent their
potential exploitation.

We would greatly appreciate your continued participation in the program
and further useful issue reports you may have.

All the best,
Telegram Support

Puc. 18. OTeeT Telegram oT 16 MIOHS: NpenoXkeHne NoanucaTb cornalleHne, ceasbiBatoliee obopmeHme BbinaaTbl Un
NMoXepTBOBaHUSA C OrpaHNUYeHMeM pacnpocTpaHeH s CBeAeHNN TONbKO YNOTHOMOYEHHbIMY CTOPOHaMMU.

B 05:56 Mbl cOO6LWMAKN, YTO HE HaMEepPEHbI MOAMNUCbIBaTb CornalieHme, 1 3adpukcrMpoBan CO6CTBEHHYIO
nosuuuto no responsible disclosure: TexHUYeckunii OTYET ByaeT onybMKoBaH Nocne ycTpaHeHus ya3Bum-
MocTen nMbo no ncteveHum 90 gHen ¢ gaTbl NepBoOHaYanbHOro obpatleHmsa. Mbl TakXXe rnonpocunm
Telegram yBegoMunTb Hac, korga npobnembl 6yayT ncnpasneHbl UM MHbIM 06pa3oM HEeTPanmM3oBaHbl.

Expatch Security <security@expatch.lic> Jun16,2026, 556AM Yy @ €
to Telegram v
Hello Telegram Support,
Thank you for the clarification.
We do not intend to sign any agreement in connection with this report.

We also want to clarify our position regarding disclosure: we plan to publish a technical report about the reported vulnerabilities in accordance with a responsible disclosure timeline.

Please notify us once the vulnerabilities have been fixed or otherwise mitigated. If we do not receive confirmation that the issues have been resolved, we reserve the right to publish the report after 90 days from the
original date the vulnerabilities were reported.

Thank you.

All the best

Puc. 19. MNucbmo ExPatch oT 16 MioHS: 0TKas oT cornawenus, nogrTeepxaeHne 90-gHeBHoro disclosure-cpoka n npocbba
coobWunTb 06 yCTpaHEeHUN yI3BUMOCTEN.

B 08:53 Telegram HanpaBun oTae/ibHOE TEXHUYECKOE YTOUYHEHNE:

"Telegram Desktop v6.9.2 contains fixes for all reported scenarios, with one
exception.”

ExPatch LLC - Coordinated Disclosure - 2026
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o Telegram Support <security@telegram.org> Jun16,2026,853AM Y% @ €

tome v

Telegram Desktop v6.9.2 contains fixes for all reported scenarios, with
one exception: NTLM authentication is disabled for proxies explicitly
configured in Telegram Desktop, but may still be used for system-wide
proxies, since this is a widespread practice in corporate networks, and
the software is supposed to work through the system-wide proxies out of
the box.

All the best,
Telegram Support

clipped] View entire

Puc. 20. Telegram cBs3biBaeT Bepcuto 6.9.2 ¢ ncnpaBneHMeM BCeX NepefaHHbiX CLeHapues, OTAEeNbHO yKa3dblBas UCKJII0-
YeHue A5 CUCTEMHbIX NMPOKCU.

Mo cnoBam Telegram, NTLM 6bin OTKAOYEH A5 MPOKCK, SBHO Ao6aBneHHbIx BHYTpM Telegram Desktop,
HO OCTaBfeH AN CUCTEMHbIX MPOKCK, MOCKObKY Takas KOHbUrypaums WMpOKOo UCMob3yeTcs B Kopriopa-
TUBHbIX CETAX. ITO UCK/IOYEHNE TOYHO COOTBETCTBYET pPasfefieHmnto, KoTopoe NosBMIOCh Npu gopaboTke
natya 10-11 MtoHs: NPoKcKU 13 tg://proxy n HaCTPOeK NPUIOXKeHMS 610KMPOBANMCh, TOrga Kak CUCTEMHO-
MY NMPOKCU paspewtanocb ncnonbzosatb NTLM.

Mony4ynB aTOT OTBET, Mbl PELUNM 3aBEPLUNTb NMOArOTOBKY OTAENbHOro obpalleHna B Qt U ckavanu akTy-
anbHyto Qt 6.11.2 Ansg KOHTPOJIbHOro BocnpounseeaeHns. OgHako B 9TOM BETKE YA3BMMbIe MyTU ye 6blan
3aKpbITbl.

MpoBepunB nctoputo Qt nocne oreeta Telegram oT 16 MOHA, Mbl 0OHapPY>XMNu coBnagatolime upstream-
ncnpaeneHus. Telegram He cooblan HaM HM O Nepedave MaTepunanos, H1U 0 koopanHaumm ¢ Qt. ExPatch
1 aBTOPOB UCCNeaoBaHNS UCKTIOUYMUIN N3 NYOANYHON NCTOPUN UCNIPaBEHUS.

He KonuyecTtBO COBI13JJ,€HMI7I, d UX TOYHOCTDb

Mbl He Byoem npunucbiBaTb cebe Kaxaoe nameHeHne NTLM-kopa, noasuslueecs B Qt B mocnepytouime
Hepgenu. Haw noBop He TpebyeT OJIMHHOIO CNMcKa 3a4ay U He CTPOUTCS Ha 0bLeM TeMaTUYeCckoM CxXo-
ctBe. OH OCHOBaH Ha A0KYMEHTUPOBaHHOWM NocneaoBaTelbHOCTU U COOTBETCTBMU, MPOCNEXNBAEMOM [10
KOHKPETHbIX CTPOK Kofda.

6 nioHa Telegram nonyyunn Haw KOHPUOEHLUMANbHbIM OTYET ¢ onucaHneM agedekTa B gExtractServerTime():
ynpaensemMoe cepeepomM none MsvAvTimestamp.avLen, ysennyeHne QByteArray yepes
timeArray.resize(avlLen), HermonHoe YTeHMe BXogHOro bydepa n nocnenytolas oTnpaBka HEMNPOYNTAHHOIO
copepxummoro heap BHyTpn NTLMv2-oTBeTa. B oTUéTe Takxke 6bl10 NpeanoXxeHo npoeepaTb avlen no
OoCTaBlLLeMycCs pa3smMepy bydepa 1 npmHuUMaTh timestamp ToNbKo oXuagaeMon AMnHbl — BOCEMb HBanT.

8 MoHs ucTopusa penosutopus Telegram gatupyeT NosiBNeHWe NaTya, peannaytoLLLero aTn Nnpoeepku. B
HEM noaBunucb ycnoeusa avLen > end - p 1 avLen != 8, Bo3BpaT To/IbkO BOCbMIK 6aliToB timestamp un orpa-
HUYEeHMe nocnenytoLLen sannucyu TeEMU xe BoceMbto 6banTamun. OgHOBPEMEHHO NaTy 3akpblBas BTOPOM
onucaHHbIn Hamu NyTb — 3anpewan NTLM/Negotiate gns npokcu, SBHO HAaCTPOEHHbIX BHYTpu Telegram
Desktop.
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10 nioHs B Qt 6611 co3pgaH QTBUG-147373 (https://qt-project.atlassian.net/browse/QTBUG-147373), 3a-
dukcmpoBaBLLMIA Havano upstream-paboTbl No NTLM 4yepes aBa aHsa nocne noateepxaeHus Telegram.
CB$I3aHHbIA KOMMMUT:
https://github.com/gt/qtbase/commit/6e88e0f70841a5e8f93a126¢c9a4215¢c7bc0f53ee. ELLE Yepes aga
OHa, 12 nioHg, B Gerrit noasunocb nameHeHne 744448 (https://codereview.qt-
project.org/c/gt/qtbase/+/744448): Ta xe ¢yHKumMs qExtractServerTime(), To e none MsvAv-

Timestamp.avLen, BocbM16aliToOBbIN timestamp 1 TeCTbl rPaHUYHbIX YCTOBUNA.

[ Bl

EXPATCH LLC VULNERABILITY RESEARCH

EXPATCH - TELEGRAM = QT

Fix timeline and start of upstream work - June 6-12, 2026

JUNE 6 - SOURCE REPORT

o ExPatch sends Telegram the full confidential report
EXPATCH-2026-TG-002 - NTLM relay - qExtractServerTime() - MsvAvTimestamp.avLen - heap leak

CONFIDENTIAL REPORT

JUNE 8 : TELEGRAM
o Investigation acknowledged and two exact patches
Proxy NTLM/Negotiate blocked; avLen and eight-byte timestamp handling fixed

github.com/desktop—app/patches/commit/d92000b4ad84cf8cOfbd161eb32f345ca470dabb
github.com/desktop—app/patches/commit/3129a4798e9b69033b5a0a854d4c660b8c719e22

@ JUNE 10 - QT UPSTREAM
o Upstream NTLM work begins

QTBUG-147373 opened; first direction: NTLMv2 reference tests and implementation cleanup

qt-project.atlassian.net/browse/QTBUG-147373
github.com/qt/qtbase/commit/6e88e0f70841a5e8f93a126c9a4215c7bc@f53ee

@ JUNE 12 - EXACT HEAP FIX
o Gerrit 744448 fixes ¢ExtractServerTime()

Same function - same avlLen field - remaining-buffer bounds - timestamp length = 8 bytes - tests

codereview.qt-project.org/c/qt/qtbase/+/744448 EXACT TECHNICAL MATCH

DOCUMENTED TIMELINE
Two days after Telegram's acknowledgement, upstream work had already begun;

two days later, the exact heap fix appeared.

| ExPatch LLC - Vulnerability Research EXPATCH-2026-TG-002

Puc. 21. OTuét ExPatch n cootBeTcTBylOWNE n3MeHeHnsa B Telegram n Qt: xpoHonorua 6-12 ntoHsa 2026 ropaa.

B natyax Telegram ogHOBPEMEHHO MOABUNINCH MEpPbl MPOTUB 00enx onNnMcaHHbIX HamMu NpobneM: 3anpeT
NTLM/Negotiate gna npokcu, gobaBneHHbIX B MPUNOXEHUN, U UCMPaBIeHNEe packpbiTua heap-namsatu. B
Qt 3aTeM 6bina UcnpaBneHa Ta Xxe olwnbka ob6paboTkm timestamp — ¢ NpoBepKoN rpaHUL, BXOAHOro By-
depa n oba3aTenbHon BocbMubanToBoM annMHon. CooTBETCTBME NPOCEXMBAETCA HA YPOBHE KOHKPETHO-
ro gedekTa, NpenoXXeHHbIX 3aLlMTHbIX MPOBEPOK N NMOBEAEHNS NCNPaBEHHOro Kofa.
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TU U3MEHEHMq peLlany 3ada4m Ha AByX YPoBHAX. Telegram orpaHnymn onacHbI cUeHapuii BHYTPpU CBO-
ero npoaykTa; ucnpaeneHve Qt yctpansano nedekt o6paboTkm gaHHbIX B 06Len 6ubnnoteke. Noatomy
cBefleHns o paboTe ¢ upstream 6binKM A9 HAaC CYLLECTBEHHbI: Mbl FOTOBUAW OTAENbHOe obpalleHne K pas-
pabotumkam Qt, a npu NpoBepke 06HaAPYXMUIN, YTO COOTBETCTBYIOLIME USMEHEHUS Y>XKe BHeCeHbI. Monb-
30BaTeNM NONYyUYUNM 3aLUTY, HO UCCeaoBaTenei He BKIIOYNAN B KOOPAMHALIMIO €€ NOoAroTOBKU.

Hu Telegram, HM Qt Ny6IMYHO He OGBACHUNN NPOUCXOXKAEHME STOr0 TEXHMYECKOro COOTBETCTBUA U He
yKasanu Hac B NMPOCMOTPEHHbIX 3anucax. NMosToMy BOMPOC 3aK/o4YaeTcs Y>Xe He B TOM, CYLLeCTBYeT Nu
coBMafeHune, a B TOM, Kak pe3ynbTaTbl NepeaaHHoro HaMm UCcliefoBaHna OKasanuch OTPaXKeHbl B
upstream-ucnpaeneHun 6e3 yBegomMaeH1s 1 aTpubyLnm.

DTO He crnop o Tbicsive AoN1apoB

[nsa HeBonbLLOM nccnenoBaTebCKon KoMaHabl Ny6nnyHag atpubyums — He GopManbHOCTb U He BOMPOC
camontobus. 3To NnpodeccruoHanbHbIi pesynbTaT CopokKa AHel paboTbl, 40Ka3aTeNbCTBO KOMMAETEHLMA 1
OCHOBa [10BEpMS, Ha KOTOPOM BooOLle cyllecTByeT coordinated disclosure. MiccnegoBaTtens nepenaér
BEHO0PY HeonybMKOBaHHble MaTepuasbl NepBbiM, NPeaoCTaBsAs eMy BPEMS U TEXHNYECKOe NpenMyLle-
CTBO /19 3alUM1Tbl NOfb30BaTeNei. B 0TBET OH BMpaBe 0XWaaTh NPo3payvyHoi KOOpAUHALUK U COXPaHEHUS
aBTOPCTBa UcciegoBaHus.

Telegram vcnonb3oBan aTy ¢popy A9 NoAroTOBKN UCMPaBIEeHUIA — M NoMb3oBaTeNN OT 3TOro BbIUrparu.
Ho nocne nosiBNeHns COOTBETCTBYIOLLNX MUSMEHEHM B Qt HAaC He yBegoMUAM o koopauHaumm, a ExPatch n
MMeHa nccnegoBaTtesnieit He NosBUIMCD B MPOCMOTPEHHbIX Ny6AnYHbIX 3anmncax. KomnaHusa nonyyunna Bce
npeuMyLLLecTBa OTBETCTBEHHOIO PacKpbITUA; UCCedoBaTeNN He NoNyUYnunm gaxe 6a3oBoi NPO3PavYHOCTH,
Ha KOTOPOI aTa Mofaenb AepPXKUTCS.

Mbl He Npegnaraem YnTaTeNo BEPUTb HaM Ha C/ToBO. Mbl Ny6/MKyeM UCXOOHbIV OTYET, ero SHA-256 n
MeTafaHHble, Nepenncky, nabopaTopHbie PesysbTaTbl, YA3BUMbIA KOf, NaTyu U TOUYHYIO NoCnenoBaTe lb-
HocTb gaT. OT Telegram 1 Qt Mbl OXKMOaeM OTBETa Ha TOM e A3blke — A3blke GpaKTOB: KakK pe3y/bTaTbl Ha-
Lero KoHpuaeHLManbHOro nccneaoBaHns okasanmcb oTpaXeHbl B upstream-mncnpasneHmn n noyemy mnx
NepBOMCTOYHUK OCTasncs 6e3 aTpubyLmm.

Bnaropapum Bac 3a BpeMsi U BHUMaHMe K 3Ton paboTe. ViccnegoBaHne XXMBET He TaMm, rae OHO
ony6/MKOBaHO, a TaM, FAe ero YnTaloT, MPOBePSIOT U 0bcyxxaatoT. IMeHHO Tak oTaefnbHas Haxoaka
CTaHOBUTCSH BK/1a0M B 6€30MacHOCTb BCeX NoJjib3oBaTesNen.

C yBaxxeHuneM, AnekcaHgp PocTtunos n eHuc Poctunos

ExPatch Vulnerability Research Team
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